ABSTRACT This paper proposes a new simple image encryption technique using the Beta chaotic map for performing the confusion and diffusion of input plain image. This image encryption is further applied to the multiple secret sharing (MSS). The former existing scheme in MSS employs the Chinese remainder theorem (CRT) and eXclusive-OR (XOR) operations to convert the secret image to become a set of shared images. The former scheme yields a good result while the number of secret images is even. However, it has slight limitation while the number of secret images is odd. This paper aims to overcome this problem by utilizing the proposed image encryption along with three new MSS approaches: 1) incorporating an additional random images; 2) performing k image encryption; and 3) using two different masking coefficients. As documented in the experimental section, the proposed method performs well in the MSS task. It solves the problem in former scheme on dealing with odd number of secret images. In addition, the proposed method is superior compared with the other competing schemes. The proposed image encryption also improves the security level in the MSS system.
I. INTRODUCTION
In digital era, some information can be easily transmitted and distributed over several parties via communication channel, especially in the internet protocol. However, the security becomes a vital issue in this data communication and transmission. An effective and efficient way is required to secure and protect the data from unauthorized users or malicious attacker. The image encryption method such as in [1] can be adopted to protect the data during the transmission. Image encryption based on chaotic system has been proposed by many former researchers [23] - [29] . The other techniques can be applied to the image data for rendering the secret information such as image encryption [2] , [8] - [15] , reversible data hiding [3] - [5] , image watermarking [6] , [7] , secret sharing [16] - [22] , etc. Among of them, the secret sharing systems have been attracted many attentions to develop secure and reliable tools for transmitting the secret information between two parties.
In recent year, a new method for MSS has been proposed such as in [22] . This scheme can be classified as (n, n)-MSS system in which it requires n secret images to generate n shared images. This system needs n shared images to reconstruct n recovered secret images. As reported in [22] , this proposed method achieved good results in terms of similarity degree and differential attacks between the secret image, shared image, and recovered secret images. However, the proposed method [22] is only suitable for n is even number. It has limitation while n is odd number. One cannot obtain correct recovered secret images while n is odd number. This paper tries to overcome this problem with simple approaches such as adding an additional random image, employing k image encryption, and using two different masking coefficient. The proposed MSS method also uses the proposed image encryption using Beta chaotic map to further improve the security aspect.
We begin the discussion with the review of former scheme [22] . Fig. 1 shows schematic diagram of the former MSS scheme [22] for both encoder and decoder side. Suppose that there are n secret images denoted as {I 1 , I 2 , . . . , I n }.
In the former scheme [22] , the encoder transforms these secret images into a set of shared images before sending to the receiver module. The shared image generation involves the XOR and CRT operations. The scheme [22] firstly computes the masking coefficient by performing CRT on XOR-ed result of all secret images as follow:
where R and {·} denote the masking coefficient and CRT operator, respectively. The CRT requires several secret keys. The shared image S i can be further obtained by XOR-ing the secret image I i and R as defined follow:
for i = 1, 2, . . . , n. This step produces a set of shared images {S 1 , S 2 , . . . , S n } which will be later transferred to the receiver module over the transmission channel. At the opposite side, the receiver collects a set of shared images which are further processed to obtain a set of recovered secret images. To perform this process, the receiver firstly calculates CRT by XOR-ing all shared images as:
whereR is the recovered masking coefficient. This matrix is used to reconstruct a recovered secret image. The reconstruction process can be performed by XOR-ing each secret image S i withR:
for i = 1, 2, . . . , n. WhereĨ i is the i-th recovered secret image. The former MSS scheme [22] is distortion-free if there is no error during the shared image transmission. It should be noted that the CRT secret keys should be maintained identically in (1) and (3) to achieve correct result. As reported in [22] , the former scheme gives promising results in the (n, n)-MSS task while n is even number. The performance is examined under a set of secret images as shown in Fig. 2 . However, the former scheme [22] has a slight inferior problem while n is odd number. This scheme cannot correctly produce a set of recovered secret images if n is odd number. Fig. 3 supports this evident for n = 3. Thus, the former scheme is not reliable for secret sharing. The following analysis explains the performance of former scheme on dealing with n is odd or even number.
Theorem 1: The (n, n)-MSS scheme is reversible if and only if R =R.
Proof: The MSS is reversible if it satisfies the condition I i =Ĩ i , for i = 1, 2, . . . , n. This condition can be achieved when:Ĩ i = S i ⊕R.
We know that S i = I i ⊕ R for i = 1, 2, . . . , n, then:
The condition I i =Ĩ i is satisfied if R ⊕R = 0 since I i ⊕ 0 = I i . By using the XOR property, the R ⊕R = 0 can be recomputed as:
By multiplying the both side byR,
By the fact thatR ⊕R = 0 and 0 ⊕R =R, the last form can be simplified as:
If R ⊕R = 0, it implies that R =R. The MSS is reversible if the original and recovered masking coefficients are identical, i.e. R =R. Theorem 2: Former MSS scheme [22] is reversible only for n is even number.
Proof: For n is even number, the recovered masking coefficient in [22] can be computed as:
By the fact that S i ⇐ I i ⊕ R, theR can be written as:
By regrouping of R and knowing the XOR operation as R ⊕ R ⊕ . . . ⊕ R n is even number = R ⊕ R = 0, the valueR is then given as:
It can be seen that the value ofR (6) is identical to that of value R in (1), i.e.R = R. The former scheme [22] is reversible for n is even number. In case of n is odd number, the recovered masking coefficientR is calculated as:
Since of S i ⇐ I i ⊕ R, theR can be rewritten as follow:
By using XOR property R ⊕ R ⊕ . . . ⊕ R n is odd number = R ⊕ R ⊕ R = 0 ⊕ R = R, the value ofR can be further obtained as:
The computation ofR contains the R value. TheR in (7) is not identical to the original R in (1), i.e.R = R. It indicate that the former scheme [22] is irreversible if n is odd number. Thus, the method [22] is reversible only for n is even number. It completes the proof. The rest of this paper is organized as follows: Section II presents the proposed image encryption technique using the Beta chaotic map. This section also discusses the result of XOR operation. Section III gives detail explanation of the proposed method for MSS task. Some experimental results and finding are subsequently reported in Section IV based on the performances of proposed image encryption and proposed MSS techniques. Finally, the conclusions are drawn at the end of this paper presentation.
II. PROPOSED IMAGE ENCRYPTION
This section presents the proposed image encryption in detail. This encryption technique consists of two main steps, i.e. image confusion and diffusion. For a given plain image, the confusion and diffusion processes require a set of random numbers to produce the encrypted image. Herein, the proposed method exploits the effectiveness of Beta chaotic map to generate a sequence of random numbers. The illustration of image confusion and diffusion processes is given in Fig. 4 . This section firstly explains the proposed image confusion. The proposed image diffusion is subsequently delivered in this section. The effect of XOR operation on plain and encrypted image is given at the end of this section.
A. PROPOSED IMAGE CONFUSION USING BETA CHAOTIC MAP
The main purpose of image confusion is to relocate all pixel positions of plain image into the other new pixel locations. The proposed method exploits the usability of Beta chaotic map to perform the confusion process. The Beta chaotic map is formally defined as [1] :
where α denotes the parameter of multiplied factor which controls the Beta map amplitude. The parameters p and q can be computed as:
where {b 1 , b 2 , c 1 , c 2 } are the predetermined constants. The parameter a specifies the bifurcation parameter. Whereas, the Beta function is formally given as:
where
The value of x c is obtained as:
The Beta chaotic map generates chaotic random number efficiently. This chaotic number can be exploited in the proposed image encryption for confusing and diffusing the plain image. The proposed image encryption consists of two main steps, i.e. image confusion and image diffusion. The image confusion generates the scrambled image from a plain image by simply translating the image pixel location. Let F be an image of size M × N × L. The value of L indicates the color space used for representing the plain image, i.e. L = 1 for grayscale image, while L = 3 for color image. The plain image is firstly stacked into the vector form as follow:
where F i denotes the image pixel at i-th position, for i = 1, 2, . . . , LMN . To perform the image scrambling, the proposed method generates a set of chaotic numbers of size LMN denoted as:
where C i is the i-th chaotic number generated from the Beta chaotic map under specific secret key, for i = 1, 2, . . . , LMN . The proposed method then sorts a set of chaotic numbers C to yield the following set:
where s C and s i represent the sorted chaotic number in set C and the i-th sorted Beta chaotic number, respectively, for i = 1, 2, . . . , LMN . Each pixel on plain image is further relocated to another location on scrambled image based on the index of sorted chaotic number. This process is given as follow: 
where A i,κ 1 , B i,κ 2 , and C i,κ 3 are three different generated Beta chaotic numbers over different secret keys κ 1 , κ 2 and κ 2 . The parameters γ and θ denote the diffusion constants which are set as a big number. The parameter d is the maximum pixel value for representing a new matrix, i.e. confussed image. The symbols Round (·) and mod {·} denotes the rounding operator to nearest integer and modulus operator, respectively. The symbol • represents the linear operator which can be addition, subtraction, multiplication, etc. It can be seen here, the proposed image diffusion is very simple making it very suitable for application requiring fast computation. The inverse process of image diffusion aims to recover back the diffused image into its original value. This inverse process performs the reverse process on image diffusion. This process can be formally defined as follow: (18) where F e i and F * i are the i-th pixel value of diffused image and recovered pixel value, respectively. The symbol denotes the inverse operator which is used in the diffusion process. For example, while • employs the addition operator, then, the is simply substraction operator. The chaotic numbers A i,κ 1 , B i,κ 2 , and C i,κ 3 are chaotic numbers generated from the Beta chaotic map. It should be noted that the secret keys {κ 1 , κ 2 , κ 3 } should be maintained identical to obtain correct recovered value. The proposed image diffusion recovers the original input image using simple operation. This scheme increases the security by utilizing several chaotic numbers and secret keys.
C. BITWISE EXCLUSIVE-OR ON ENCRYPTED IMAGE
The XOR operation is binary operator on the bitwisebasis. The XOR operator processes two numbers and yields 
a single number. The XOR operation is very important in the MSS task in order to generate shared image as well as to recover the secret image. The result of XOR operation depends on the magnitude and range of the processed number. Different ranges and magnitudes give different XOR-ed results. Fig. 5 shows the result of XOR operation over various VOLUME 6, 2018 magnitudes and ranges of processed number. Herein, the first processed number is the input image, whereas the other processed numbers are random images {R 1 , R 2 , R 3 }.
These random images are generated from uniform distribution in the range R 1 ∼ U (0, 50), R 2 ∼ U (0, 100), and R 3 ∼ U (0, 255). Fig. 5 (a) is the Baboon image from Fig. 2(a) It indicates that the magnitude of random image should be chosen as high as possible along with the image encryption applied to the input image to achieve a good randomized image. These two requirements should be considered for good MSS design.
III. PROPOSED MULTIPLE SECRET SHARING
A detail explanation of the proposed method (n, n)-MSS is presented in this section. In this task, the proposed method converts n secret images to become n shared images. The proposed method also reconstructs n recovered secret images from n shared images. These two processes involve the XOR and CRT operations. Fig. 6 illustrates the schematic diagram of the proposed method in the (n, n)-MSS task. The proposed MSS method aims to solve the aforementioned problem in the former scheme [22] by introducing an additional random image, exploiting the k image encryption, and employing two different masking coefficients. In addition, the proposed method utilizes the image encryption with Beta chaotic map to improve the security of shared image.
A. PROPOSED METHOD WITH ADDITIONAL RANDOM IMAGE
In this scenario, the proposed method introduces an additional random image to avoid the problem in former scheme [22] . This random image is generated using the Beta chaotic map. The proposed method adds this random image if the number of secret image n is odd number. The proposed method maintains the symmetric property by keeping n as even number. Fig. 7 shows the schematic diagram of the proposed MSS method with an additional random image. Let {I 1 , I 2 , . . . , I n } be a set of secret images. In this proposed scheme, each secret image is firstly encrypted using the proposed image encryption method. The image encryption process can be formally defined as follow:
for i = 1, 2, . . . , n, where κ denotes the encryption secret key. From this process, we obtain n encrypted secret image denoted as I 1,κ , I 2,κ , . . . , I n,κ . The proposed method avoids the irreversible problem on (n, n)-MSS task by simply adding an additional random image A. This random image can be simply generated using the following formula:
where C k is Beta chaotic random number. This formula implies that A ∼ [0, 255]. The masking coefficient can be further computed as:
The shared image S i,κ is then obtained by performing XOR between each encrypted secret image I i,κ and R as:
for i = 1, 2, . . . , n. In case of n is odd number, an additional shared image is also obtained as S n+1,κ ⇐ A ⊕ R. Thus, the transferred shared images are always the even number. A set of shared images are subsequently transmitted to the receiver module.
The receiver side collects a set of shared images S 1,κ , S 2,κ , . . . , S n,κ , S n+1,κ to reconstruct a set of recovered secret images. In case of n is even number, S n+1,κ is of course 0. In the recovery step, the receiver needs to calculate the recovered masking coefficientR from a set of shared images as denoted by:
A set of recovered secret images can be subsequently calculated by conducting XOR operation between S i,κ andR as follow:
for i = 1, 2, . . . , n + 1. Herein, the recovered imageĨ n+1,κ should be tested to judge whether n is odd or even number. WhileĨ n+1,κ = A, it implies that n is odd number, vice versa. We can simply remove this additional random image. In addition, it should be noted that the recovered secret imagẽ I i,κ is still in encrypted version. An additional process should be further executed to obtain correct recovered secret images as denoted:
for i = 1, 2, . . . , n, where D { * ; * } denotes the decryption operator of the proposed image encryption. At the end of this process, a set of recovered secret images are obtained from the proposed method with additional random image. Yet, the proposed method with additional random image is effective on removing the former scheme [22] problem for dealing with odd number. The following analysis supports this argument for the proposed method with additional random image.
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Theorem 3: The proposed method with additional random image is reversible for n is odd and even number.
Proof: Let S 1,κ ⊕ S 2,κ ⊕ . . . ⊕ S n+1,κ be a set of shared images generated from the proposed method with additional random image. The recovered masking coefficient R can be simply computed as:
Since S i,κ ⇐ I i,κ ⊕ R for i = 1, 2, . . . , n + 1, the value ofR can be recalculated as:
In case of n is odd number, theR is then given as:
I n+1,κ = A ⊕ R, the value ofR can be further recomputed as:
The recovered masking coefficientR in (26) is identical to that of the original masking coefficient R in (21), i.e.R = R. This condition implies that the proposed method with additional random image is reversible for n is odd number. For n is even number, theR can be computed by performing XOR over all shared images to yield the following:
The XOR property on even number tells that
In case of n is even number, I n+1,κ = 0, the value ofR can be further simplified as:
Herein, the value ofR in (27) is identical to the original R in (21), i.e.R = R. This condition indicates that the proposed method with additional random image is reversible for n is even number. It gives complete proof for n is odd and even number.
B. PROPOSED METHOD WITH k IMAGE ENCRYPTION
In this scheme, the proposed method avoids the problem in [22] by employing k image encryption, while k is an arbitrary integer number. Herein, each secret image is encrypted using the proposed image encryption to become k encrypted image. The illustration of this proposed method is depicted in Fig. 8 . Let n be the number of secret images. By applying the proposed method, we obtain nk encrypted images. If k is even number, then nk is also even number. Thus, we can avoid the problem in [22] while n is odd number by selecting k as even number. In this proposed scheme, the sender side owns a set of secret images denoted as {I 1 , I 2 , . . . , I n }. These secret images are converted into another representation, i.e. shared images, before sending to receiver module. Each secret image I i is firstly encrypted with the proposed image encryption over various secret keys. Suppose that we employ k different secret keys for the image encryption, thus, we may obtain k encrypted secret image. The process of image encryption over k different secret keys can be formally defined as:
for i = 1, 2, . . . , n and j = 1, 2, . . . , k, where E { * ; * } denotes the image encryption operator with various secret keys κ j . From this process, we may obtain nk encrypted secret images while n is the number of secret images. If we choose k as even number, thus, the nk is always even number regardless the value of n as odd or even number. This even number offers benefits for the proposed (n, n)-MSS method on dealing with odd number. The proposed method subsequently computes the masking coefficient R by incorporating nk encrypted secret images. The coefficient R can be calculated as:
Each shared image can be easily generated by performing XOR operation between each encrypted secret image I i,j with R as denoted:
for i = 1, 2, . . . , n and j = 1, 2, . . . , k. From this process, we obtain nk shared images. These shared images are further transmitted to the receiver via transmission channel. At the receiver module, a set of shared images are collected to reconstruct a set of secret images. This reconstruction process requires the computation of recovered masking coefficientR from all shared images as defined:
The recovered secret imageĨ i,j can be simply obtained by performing XOR between each shared image S i,j andR as formulated bellow:
For i = 1, 2, . . . , n and j = 1, 2, . . . , k. However, these recovered secret images are still in encrypted version. Each recovered image needs additional post processing, i.e. image decryption, to obtain correct recovered secret image as denoted:
for i = 1, 2, . . . , n, where D { * ; * } denotes the proposed image decryption process. The secret key in the encryption and decryption processes should be maintained identical to get correct result. Thus, the proposed method with k encryption overcomes the problem in [22] on dealing with n is odd number. The security of shared image is visually improved by exploiting the image encryption approach. The following theorem shows the correctness of the proposed method with k image encryption.
Theorem 4: The proposed method with k image encryption is reversible for n is odd and even number.
Proof: Let S 1,1 , . . . , S 1,k , S 2,1 , . . . , S 2,k , . . . , S n,1 , . . . , S n,k be a set of shared images generated from the proposed method with k image encryption. The recovered masking coefficientR can be easily computed as:
Since each shared image can be computed as S i,j ⇐ I i,j ⊕ R, for i = 1, 2, . . . , n and j = 1, 2, . . . , k, theR can be further calculated as:
If k is even number, then the value of nk is also even number regardless the value of n. It implies:
= R ⊕ R = 0, the computation ofR can be simply performed as:
The value ofR in (34) is identical to that of the original R in (29) . It implies that the proposed method with k image encryption is reversible for n is odd or even number. It gives a proof for the proposed method.
C. PROPOSED METHOD WITH TWO MASKING COEFFICIENTS
This proposed method utilizes two different masking coefficients for avoiding the former scheme problem [22] on dealing with odd number. These two masking coefficients are used to maintain the symmetric and reversible properties for correct (n, n)-MSS design. Fig. 9 shows the illustration process of the proposed MSS method with two different masking coefficients. Let {I 1 , I 2 , . . . , I n } be a set of secret images. In this proposed method, each secret image is encrypted with the proposed image encryption as denoted bellow:
for i = 1, 2, . . . , n, where E { * ; * } denotes the proposed image encryption operator with secret key κ. Thus, we obtain a set of encrypted secret images I 1,κ , I 2,κ , . . . , I n,κ after VOLUME 6, 2018 performing image encryption over all secret images. In case of n is even number, the masking coefficient is computed by utilizing CRT and bitwise XOR over all encrypted secret images as follow:
A shared image S i,κ is further computed by conducting XOR between encrypted secret image I i,κ and R as:
A set of shared images S 1,κ , S 2,κ , . . . , S n,κ are subsequently obtained at the end of shared image generation.
To recover back secret image, we firstly need to compute the recovered masking coefficientR as follow:
The recovered secret imageĨ i,κ can be calculated from XOR operation of each shared image S i,κ withR as defined bellow:
However, the imageĨ i,κ is still in encryption version.
To obtain correct secret image, an additional step, i.e. image decryption, is required. The image decryption is formally defined as:
for i = 1, 2, . . . , n, where D { * ; * } represents the proposed image decryption operator with secret key κ. The secret key in encryption and decryption should be identically maintained to yield correct recovered secret images. At the end of this process, a set of recovered secret images Ĩ 1 ,Ĩ 2 , . . . ,Ĩ n are obtained. It should be noted that this approach works well for n is even number. A slight modification is performed for the proposed method on dealing with n odd number. The proposed method employs two different masking coefficients for n is odd number. This approach maintains reversible property on (n, n)-MSS task. Suppose that there are n secret images with n is odd number. Each secret image is firstly encrypted with the proposed image encryption method. Each shared image S i,κ is further calculated by XOR-ing each encrypted secret image I i,κ with masking coefficient as follow:
where R 1 and R 2 denote the first and second recovered masking coefficient, respectively. The values of R 1 and R 2 are computed as:
From this process, a set of shared images are obtained denoted as S 1,κ , S 2,κ , . . . , S n,κ . These shared images are further transmitted to the receiver module. The receiver reconstructs a set of secret images by firstly calculates the second recovered masking coefficientR 2 as:
The coefficientR 2 is to reconstruct the imageĨ n,κ . This process is denoted as follow:
The other imagesĨ i,κ are reconstructed by performing XOR operation between each shared image S i,κ with the first recovered masking coefficientR 1 as formally defined as:
for i = 1, 2, . . . , n − 1. Where the coefficientR 1 is obtained as:
It should be noted that each imageĨ i,κ is in encrypted version. The proposed image decryption process as denoted in (40) is further applied for each imageĨ i,κ to obtain a correct recovered secret image. Thus, a set of recovered secret images Ĩ 1 ,Ĩ 2 , . . . ,Ĩ n are obtained at the end of this process. The proposed method with two masking coefficients effectively solves the problem of former existing scheme [22] on dealing with n odd number. In addition, the proposed method improves the security level of MSS transmission. The following theorem explains the correctness of proposed method with two masking coefficients.
Theorem 5: The proposed method with two masking coefficient is reversible for n is even and odd number.
Proof: Let S 1,κ , S 2,κ , . . . , S n,κ be a set of shared images. For n is even number, the recovered masking coefficientR is computed as:
Since of S i,κ = I i,κ ⊕ R and knowing the fact that R ⊕ R ⊕ . . . ⊕ R n is even = 0, the computation ofR can be performed as:
The value ofR in (47) is identical to that of the original R in (36). It implies that the proposed method is reversible for n is even number sinceR = R. For n is odd number, we need to compute two recovered masking coefficientsR 1 andR 2 . The value ofR 2 is calculated as:
the coefficientR 2 can be rewritten as:
As shown in (48), the value ofR 2 is identical to that of the original R 2 in (43). In addition, the other masking coefficient, i.e.R 1 , can be computed as follow:
Because of S i,κ = I i,κ ⊕ R 1 and
n is even = 0, the coefficientR 1 can be recomputed as:
Under no distortion condition during transmission, the recovered secret imageĨ n,κ is identical to the original secret image I n,κ while the same secret key is utilized. This condition impliesĨ n,κ = I n,κ . Thus, the coefficientR 1 is further obtained as follow:
It can be seen that the value ofR 1 in (49) is identical to that of R 1 (42), i.e.R 1 = R 1 for n is odd number. Thus, the proposed scheme is reversible for n is odd and even number. It gives a proof for this theorem.
IV. EXPERIMENTAL RESULTS
Numerous experiments have been conducted to further examine and investigate the proposed method performance compared to the former competing schemes in the (n, n)-MSS task. The usability and successfully of the proposed method are accessed in terms of subjective and objective measurements. The comparison is evaluated over a set of secret images as given in Fig. 2 . The performance is also validated using some objective measurement metrics as formerly used in [16] - [22] This experiment investigates the performance of improved Beta chaotic image encryption. Herein, the effectiveness of the proposed image encryption is evaluated under visual investigation. The Baboon image from Fig. 2 (a) is turned as plain image. The evaluation is firstly conducted for the proposed image confusion using the Beta chaotic map. The secret key for image confusion is set as K = {α = 0.85,
The result of proposed image confusion is shown in Fig. 10 (a) . The confused image is visually different to that of the original plain image. However, the histogram of confused image is not uniform making it less robust against the histogram attack. The further evaluation is then conducted for the proposed image diffusion using the Beta chaotic map. Herein, this method requires three secret keys for generating three different Beta chaotic numbers, i.e. K 1 = {x 0 = 0.9595}, K 2 = {x 0 = 0.6557}, and K 3 = {x 0 = 0.9157}, whereas the other parameters are set as {m = 1000, γ = 60897231, θ = 178291, d = 256}. In this experiment, the proposed method employs the simple arithmetic addition to diffuse all pixel of plain image. Fig. 10 (b) shows the diffusion result of Baboon image. As shown in this figure, the proposed method effectively produces the encrypted image which is totally different from its plain image version under visual consideration. The histogram of encrypted image is almost uniform making it more robust against the histogram attack.
In addition, the keyspace cryptanalysis becomes very hard for the proposed method since it employs several secret keys.
The proposed image confusion and diffusion can be combined to increase the security of encrypted image. Fig. 10 (c) gives an example of fusion scenario for the proposed image confusion and diffusion. This fusion strategy produces better encrypted image visually. Figs. 10 (d-f) are the decrypted results of Figs. 10 (a-c) using the correct secret keys, whereas Figs. 10 (g-i) are the results while incorrect secret keys are employed in the proposed method. As shown in these figures, the proposed method performs well for performing an image encryption.
An additional experiment were also conducted to further examine the proposed method performance under objective evaluation. Herein, the performance is measured in terms of correlation coefficient, information entropy, UACI, and NPCR values over 26 grayscale images obtained from USC-SIPI database (http://sipi.usc.edu/database). In this table, the Diffusion 1 and 2 refer to different arithmetic operations involved in the diffusion process, i.e. addition and subtraction operator. On the average, the proposed method gives good encrypted result as shown by low value of correlation coefficient. Table 2 and Table 3 report the performance comparison between the proposed method and former schemes in terms of information entropy and differential attacks.
As it can be seen, the proposed method yields the best performance among the others. It validates the usability and superiority of the proposed image encryption using the Beta chaotic map. The proposed method can be considered while implementing the system which requires the image encryption.
B. EFFECT OF ADDITIONAL RANDOM IMAGE FOR THE PROPOSED METHOD
This section presents the experimental result of the proposed method with additional random image. Herein, the proposed method employs a random image only if n is odd number. The random image is generated using Beta chaotic map with chaotic secret keys as K = {α = 0.85, a = 0.7, b 1 = 5, c 1 = 1, b 2 = 3, c 2 = −1, m = 1000, x 0 = 0.9595}. In this proposed method, all secret images are firstly encrypted with the proposed image encryption using some chaotic secret keys as used in Section IV. A. Fig. 11 is the result of proposed method with additional random image for n = 4. Figs. 11 (a-d) and (e-h) are a set of shared images and recovered secret images computed using correct chaotic secret keys, respectively. Figs. 11 (i-l) and (m-p) are a set of recovered secret images generated using incorrect chaotic secret keys and recovered secret images while only several shared images are available, respectively. Fig. 12 displays the proposed method performance while n = 3. We can obtain a set of recovered secret images correctly while all shared images are available by utilizing correct chaotic secret keys.
Otherwise, we obtain nothing from partial set of shared images as well as using incorrect chaotic secret keys. In addition, the histogram of each shared image is almost uniform making it very hard to distinguish between one to the others. It is also robust against the histogram attack from VOLUME 6, 2018 FIGURE 11. Results of the proposed method with additional random image while n = 4: (a-d) a set of shared images S 1 , S 2 , S 3 , S 4 , (e-h) a set of recovered secret images Ĩ 1 ,Ĩ 2 ,Ĩ 3 ,Ĩ 4 using correct chaotic keys, (i-l) a set of recovered secret images Ĩ 1 ,Ĩ 2 ,Ĩ 3 ,Ĩ 4 using incorrect chaotic keys, (m-n) recovered secret images Ĩ 1 ,Ĩ 2 using correct keys while n − 1 shared images are available, and (o-p) a set of recovered secret images Ĩ 1 ,Ĩ 2 using correct keys while n − 2 shared images are available. malicious attacker. From these two experiments, we can conclude that the proposed method with additional random image is correct for n = 4 and n = 3. Thus, the proposed method with additional random image performs well and avoids the problem in [22] for n is odd or even number.
FIGURE 12.
Results of the proposed method with additional random image while n = 3: (a-c) shared images S 1 , S 2 , S 3 , (d-f) recovered secret images Ĩ 1 ,Ĩ 2 ,Ĩ 3 using correct keys, (g-i) recovered secret images Ĩ 1 ,Ĩ 2 ,Ĩ 3 using incorrect keys, (j-k) recovered secret images Ĩ 1 ,Ĩ 2 using correct keys while n − 1 shared images available, and (l) recovered secret imageĨ 1 using correct key while n − 2 shared images available.
C. EFFECT OF k IMAGE ENCRYPTION FOR THE PROPOSED METHOD
This subsection discusses the performance of proposed method with k image encryption. All secret images are firstly encrypted with the proposed image encryption. Each single image is converted into k encrypted secret images. Herein, the chaotic secret keys for encryption are identically set as used in Section IV. A. In this experiment, the value FIGURE 13. Results of the proposed method with k = 2 image encryption while n = 4: (a-d) shared images S 1,1 , S 1,2 , S 2,1 , S 2,2 , (e-h) recovered secret images Ĩ 1,1 ,Ĩ 1,2 ,Ĩ 2,1 ,Ĩ 2,2 using correct chaotic keys, (i-l) recovered secret images Ĩ 1,1 ,Ĩ 1,2 ,Ĩ 2,1 ,Ĩ 2,2 using incorrect chaotic keys, (m-n) recovered secret images Ĩ 1,1 ,Ĩ 1,2 using correct keys while nk − 1 shared images are available, and (o-p) recovered secret images Ĩ 1,1 ,Ĩ 1,2 using correct keys while nk − 2 shared images are available.
of k is chosen as 2 indicating that there are 2n encrypted secret images. In the proposed image encryption, the value k = 1 uses the arithmetic addition operation, while k = 2 employs the arithmetic subtraction operation for performing the image diffusion. Fig. 13 shows the proposed method performance for n = 4. Figs. 13 (a-d) depict some shared FIGURE 14 . Results of the proposed method while n = 3 and k = 2: (a-c) shared images S 1,1 , S 2,1 , S 3,1 , (d-f) recovered images Ĩ 1,1 ,Ĩ 2,1 ,Ĩ 3,1 using correct chaotic keys, (g-i) recovered images Ĩ 1,1 ,Ĩ 2,1 ,Ĩ 3,1 using incorrect chaotic keys, and (j-l) recovered imageĨ 1,1 while nk − 1, nk − 2, and nk − 3 shared images, respectively, are available using correct chaotic keys.
images, whereas Figs. 13 (e-h) display some recovered secret images which is reconstructed using correct chaotic secret keys. The proposed method yields wrong results while the incorrect chaotic secret keys are used to obtain a set of recovered secret images as shown in Figs. 13 (i-l) . The proposed method also produces unreliable results while only partial shared images are available as demonstrated in Figs. 13 (m-p) . VOLUME 6, 2018 FIGURE 15. Results of the proposed method using two masking coefficients while n = 4: (a-d) shared images I 1 , I 2 , I 3 , I 4 , (e-h) recovered secret images Ĩ 1 ,Ĩ 2 ,Ĩ 3 ,Ĩ 4 using correct keys, (i-l) recovered secret images Ĩ 1 ,Ĩ 2 ,Ĩ 3 ,Ĩ 4 using incorrect keys, (m-n) recovered secret images Ĩ 1 ,Ĩ 2 using correct keys while n − 1 shared images are available, (o-p) recovered secret imageĨ 1 using correct keys while n − 2 and n − 3 shared images are available, respectively.
An additional experiment is also reported in Fig. 14 for further investigating the proposed method performance while n = 3 and k = 2. As shown in Fig. 14 , the proposed method works well for n is odd number.
Thus, the proposed method with k image encryption can simply solve the problem in [22] while n is odd number. In addition, the proposed method also offers promising result while n is even number. The proposed method produces FIGURE 16. Results of the proposed method using two masking coefficients while n = 3: (a-c) shared images S 1 , S 2 , S 3 , (d-f) recovered secret images Ĩ 1 ,Ĩ 2 ,Ĩ 3 using correct keys, (g-i) recovered secret images Ĩ 1 ,Ĩ 2 ,Ĩ 3 using incorrect keys, (j-k) recovered secret images Ĩ 1 ,Ĩ 2 using correct keys while n − 1 shared images are available, and (l) recovered secret imageĨ 1 using correct key while n − 2 shared images are available. VOLUME 6, 2018 meaningless or incorrect a set of recovered secret images if one uses incorrect chaotic secret keys or not all shared images are available in the reconstruction process.
D. EFFECT OF TWO DIFFERENT MASKING COEFFICIENTS FOR THE PROPOSED METHOD
The performance of the proposed method with two different masking coefficients is reported in this subsection. Firstly, each secret image is encrypted using the proposed image encryption with a set of chaotic secret keys as identically used in Section IV. A. The proposed method employs the CRT secret keys as {3, 5, 17} indicating that two masking coefficients lie on the range [0, 255]. Fig. 15 demonstrates the performance of proposed method using two masking coefficients for n = 4. Figs. 15 (a-d) are a set of shared images, whereas Figs. 15 (e-f) are a set of recovered secret images using correct chaotic secret keys. Figs. 15 (i-l) are a set of recovered secret images extracting using incorrect secret keys. Stacking some shared images cannot correctly produce a set of recovered secret images as shown in Fig. 15 (m-p) . Thus, the proposed method is correct for n = 4.
The similar phenomenon is also occurred for n = 3. Figs. 16 (a-c) are a set of recovered secret images generated using correct chaotic secret keys. Figs. 16 (g-i) show a set of recovered secret images obtained using incorrect chaotic secret keys, whereas Figs. 16 (j-l) give a set of recovered secret images while partial set of shared images is available. Thus, the proposed method is correct for n = 3.
The proposed method with two masking coefficient produces a set of shared images with almost uniform histogram as shown in bottom left of each image. It indicates that the proposed method is robust against the histogram cryptanalysis. In addition, the proposed overcomes the problem in [22] while n is odd number.
E. PERFORMANCE COMPARISONS AGAINST FORMER SCHEMES
Some extensive experiments were conducted to further examine and investigated the proposed method performance VOLUME 6, 2018 compared to the former existing scheme [16] - [22] . Herein, the comparisons are evaluated under objective measurement in terms of image similarity degree and differential attacks. Four images as shown in Fig. 2 are considered to make a fair comparison with other methods. Table 4 delivers the performance comparison between the proposed method and former schemes in terms of similarity degree. This table gives objective similarity scores between all secret images and its recovered version.
The secret and recovered image are totally identical as indicated with maximum correlation values, zero values of RMSE, MAE, NPCR, and UACI, and infinite PNSR. It shows that the proposed method is very effective for (n, n)-MSS task with error-free in the secret image recovery step. Table 5 reports the performance comparison between the proposed method and former schemes under differential attacks.
The measurement is computed over all secret and shared images. As shown in this table, the proposed method performs better compared to the former scheme [22] as indicated with higher scores of MAE, NPCR, and UACI. The proposed method produces better shared image compared to former scheme [22] under randomized consideration. Some comparisons are also performed to quantitatively measure the similarity between the secret and shared images over correlation, RMSE, and PSNR values. For these quantitative scores, table 6 tabulates the performance comparison between the proposed method and former schemes [16] - [18] , [22] . As shown in this table, the proposed method yields better performance compared to the others as indicated with lower average correlation, higher average RMSE, and lower average PSNR scores.
The proposed method generates shared image which is totally different compared to that of the original secret image. In addition, Table 7 displays the performance comparison between the proposed method against former schemes [16] - [18] , [22] in terms of shared image similarity. The proposed method is superior in terms of RMSE and PSNR values.
However, the proposed method is slight inferior compared to the other schemes under the correlation score. From this experiment, the proposed method can be regarded as competitive candidate for implementing the (n, n)-MSS compared to the former schemes [16] - [18] , [22] .
The comprehensive comparison is further examined between the proposed method and former schemes [16] - [22] under the key aspect of each algorithm. Table 8 summarizes the comparison between the proposed method and former schemes.
The proposed method offers better advantage compared to former scheme [16] - [21] . In comparison with [22] , the proposed method is almost identical except in the randomness aspect. The proposed method gives higher randomized result compared to that of [22] since it exploits the proposed image confusion and diffusion. The proposed offers promising results for the (n, n)-MSS task compared to the former existing schemes.
F. EFFECT OF IMAGE STACKING
This subsection investigates the stacking effect over several shared images. Two or more shared images are stacked to yield a single image. Herein, the XOR operation are applied over two or more shared images. Firstly, we investigate the stacking effect of shared images {S 1 , S 2 , S 3 }, where these shared images are generated from the former scheme [22] . Figs. 17 (a-b) show the stacking effect of S 1 ⊕ S 2 and S 2 ⊕ S 3 , respectively. The overlying process of
The process of S 2 ⊕ S 3 gives I 2 ⊕ I 3 . The content of stacked images can be easily recognized as shown in Figs. 17 (a-b) . Figs. 17 (c-d) are the stacked results S 1 ⊕S 2 and S 2 ⊕S 3 , respectively, while the shared images are generated using the proposed method.
The content of overlaid image cannot be recognized while the proposed method is exploited to generate shared images.
FIGURE 17.
Overlying two shared images: (a-b) S 1 ⊕ S 2 and S 2 ⊕ S 3 , respectively, using the former scheme [22] . (c-d) S 1 ⊕ S 2 and S 2 ⊕ S 3 , respectively, using the proposed method with two different masking coefficients.
Thus, the proposed method improves the security level for the MSS task while a malicious attacker tries to obtain counterfeit secret image by staking or XOR-ing two or more shared images. It proves the usability of the proposed method for the MSS application.
V. CONCLUSIONS
A new image encryption method has been proposed and presented in this paper. This new technique enjoys the advantage of Beta chaotic map for confusing and diffusing the pixel values of plain image. The proposed image encryption is further extended and applied for the (n, n)-MSS task. In this paper, some ideas have been delivered to solve the problem in former existing scheme on dealing with odd number of secret images. In the (n, n)-MSS, the proposed method utilizes an additional random image, k image encryption, and two different masking coefficients to overcome the aforementioned problem. The experimental results validate the usability and effectiveness of the proposed method in the image encryption as well in (n, n)-MSS system. Yet, the proposed method can be regarded as a very competitive candidate in the image encryption and secret sharing applications. 
